
ternef SafetylComputer Use Policy
for Teachers and Sfudents

Please read this document carefully before signing.

Computer use and lnternet access is now available to students and teachers in the
schools of the Roman Catholic Diocese of Albany as we believe it offers valuable,
diverse, and unique resources to both students and teachers. Our goal in providing this
service is to promote educational excellence in the Diocese by facilitating resource
sharing, innovation, and communication.

Access to the lnternet will enable students and teachers to explore thousands of libraries,
databases, and bulletin boards while exchanging messages with users throughout the
globe. ln addition, the system will be used to increase schooland Diocesan
communieation, enhance productivity, and assist employees in upgrading their skills
through greater exchange of information with their peers. The system will also assist us in
sharing information with the local community, including students, parents, businesses,
service and governmental agencies.

With access to computers and people from around the world also comes the availability
of material that may not be considered to be of educational value in the context of the
school setting. Families should be warned that some rnaterial obtained via the lnternet
may contain items that are illegal, defamatory, inaccurate, or potentially offensive, For
this reason and as required by the Children's lnternet Protection Act [Pub. L. No. 106-
554 and 47 USC 254(h)1, technology protection measures (or "internet filters") shall be
used to block or filter lnternet, or other forms of electronic communications, access to
inappropriate information at school. This filtering will be disabled only for bona fide
research or other lawful purposes. Online activities of students will be monitored for
appropriate use. Safe and secure use of direct electronic communications (including e-
mail) will be assured.

The purpose of this policy is to ensure that use of computers and lnternet resources is
consistent with our stated mission, goals, and objectives. The smooth operation of
computer resources relies upon the proper conduct of the students who must adhere to
strict guidetines. These guidelines are provided here so that you are aware of the
responsibilities you are about to acquire. lf a user violates any of these provisions, his or
her computer privileges will be terminated and future access could be denied in accord
with the rules and regulations discussed with each user during lnternet training sessions.

To gain access to the lnternet, all students under the age of 18 must obtain parental
permission. The signatures at the end of this Policy are legally binding and indicate the
pafi (parties) who signed has (have) read the terms and conditions
carefully and understand(s) their significance.



Terms and Conditions

1) Users are responsible for good behavior when using school computers, just as
they are in a classroom or a school hallway. General school rules for behavior and
communications apply.

2) Technology resources are provided for students and teachers to conduct
research and communicate with others. Access to lnterneUnetwork services is
conditionally given to students who agree to act in a considerate and responsible
manner. Access is a privilege - not a right. That access entails responsibility.
lnappropriate use will result in a suspension or cancellation of lntemet privileges. The
principal and technology coordinator will deem what is inappropriate use and their
decision is final. Also, the administrators may terminate access at any time as required.
The administration, faculty, and staff may request the technology coordinator to deny,
revoke, or suspend specific user access and/or accounts"

3) Users are expected to abide by their generally accepted rules of network
etiquette and conduct themselves in a responsible, ethical, and polite manner while
online.

4) Users are not permitted to use the computing resources for product advertising,
political lobbying, political campaigning or commercial purposes, including any sort of
solicitation, absent prior written permission of the school. Unauthorized commercial uses
of school computing resources jeopardize the school's relationships with network service
providers and computer equipment and software vendors.

5) Computing resources may only be used for legal purposes and may not be used
for any of the following purposes or any other purpose that is illegal, immoral, unethical,
dishonest, damaging to the reputiation of the school, inconsistent with the mission of the
school, or likely to subject the school to liability. lmpermissible uses (some of which may
also constitute illegal uses) include, but are not limited to, the following:

'Harassment

' Libel or slander

' Fraud or misrepresentation

' Destruction of or damage to equipment, software or data belonging to the school
or others

- Disruption or unauthorized monitoring of electronic communications

' Unauthorized copying or transmission of copyright-protected material

' Violation of computer system security

' Unauthorized use of eomputer accounts, access codes (including passwords) or
network identification numbers (including e-mail addresses) assigned to others

' Unauthorized online access, including "hacking" and other unlavyful activities



' Use of computer communications facilities in ways that unnecessarily impede the
computing activities of others (such as randomly initiating interactive electronic
communications or e-mailexchanges, overuse of interactive network utilities and so forth)

. Development or use of unapproved mailing lists

' Use of computing facilities for private business purposes unrelated to the mission
of the school

.Academic dishonesty

. Violation of software license agreements

.Violation of network usage, policies and regulations

' Violation of privacy

- Posting or sending obscene, pornographic, sexually explicit or offensive material

' Posting or sending material that is contrary to the mission or values of the
Diocesan SchoolSystem

' lntentional or negligent distribution of computer viruses

6) Security on any computer system is a high priority, especially when the system
involves many users, The school will assume that users are aware that electrcnic
files are not necessarily secure. Users of electronic mall systems should be aware
that electronic mail in its present form is generally not secures and is extremely
vulnerable to unauthorized access and modification. lf you feel you can identifiT a
security problem in the school's computers, network, or lnternet connection, you must
notify the principalor technology coordinator. Do not demonstrate the problem to others.
Using someone else's password or trespassing in another's folders, work, or files without
written permission is prohibited. Attempts to log on to the lnternet or a network as anyone
but yourself may result in cancellation of user privileges.

7) Schoofs of the Roman Catholic Diocese of Albanv make no warranties of
any kind, whether expressed or implied, for the service the user is accessing. We
assume no responsibility or liability for any phone charges, line costs or usage fees, nor
for any damages a user may suffer. This includes loss of data resulting from delays, non-
deliveries, mis-deliveries, or service intenuptions caused by its own negligence or your
erors or omissions. Use of any information obtained via the lnternet is at your own risk"
We specifically deny any respon$ibility for the accuracy or quality of infiormation obtained
through its services.

Privacv and Confidentialitv

The school reserves the right to inspect and examine any school owned or
operated communications system computing resource and/or files or information
contained therein at any time. When sources outside the school request an
inspection and/or examination of any school owned or operated communications
system, computing resource and/or ltles or information contained therein, the
school will treat information as confidential unless any one or more of the
following conditions exist:



- When approved by the appropriate school official(s) to which the reguest is
directed

. When authorized by the owner(s) of the information

'When required by federal, state or local law

'llVhen required by a valid subpoena or eourt order

Note: When notice is required by law, court order or subpoena, computer users will
receive prior notice of such disclosures (viewing information in the course of normal
system maintenance does not constitute disclosure).

Sanctions

Violations of the terms and conditions of this Agreement shall subiect users to loss of
computer access, as well as other disciplinary action. lllegal acts involving school
computing resources may also subject violators to prosecution by local, state andlor
federal authorities.


